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Information Governance Procedures

These procedures apply to all staff including permanent, temporary, and locum members of staff and contractors. This document should be read in conjunction with the Information Governance Policy (M 217B), Information and Communication Policy (M 233-IAC), and Social Media Policy (M 233-SMD).

For

El-Nashar Dental practice

 
 

The Information Governance (IG) Lead is: Heather Ashton
These procedures have been approved by the undersigned:

IG Lead name:
Heather Ashton 

Signature: 



Date:




Access control 

This procedure describes how the practice allocates, manages and removes access rights to computers.

Summary of technical access controls

The practice computer system has the following technical controls in place: 

· Categories of users with different levels of access for each

· Secure logon

· Audit trails – a record of who has done what

· Password management 

Responsibility for access management

The practice has assigned responsibility for managing user access rights to the IG Lead, who has administrator rights. Allocation of administrator rights to other staff can only be authorised by the Provider. Details of access are recorded on the Computer and Software Access Log (M 217L)

General

Each user is allocated a unique ID login, which is recorded against their actions in the software. During training each user is given a copy of the guidelines on the use of the system with their login details. A record is kept of all users given access to the software.

New permanent staff

When a new employee/contractor joins the practice the Practice Manager, arranges passwords and access level to SOE and supplies work email addresses, in conjunction with Pulse 8. 
Locum staff

Temporary access is granted on a need to use basis by the IG Lead and is recorded in the usual way. Temporary logons are deleted or suspended immediately when no longer required.

Change of user requirements

Changes to access level or suspension of an account are made by the Practice manager and a record is kept of all changes on the Computer and Software Access Log (M 217L).

Password management 

The practice system has the following password protection features:

· Users must change their password after the first logon

· Passwords must be a minimum 8 characters with upper and lower case letters, at least one 


number and one special character such as £ or &

· Users must change their passwords regularly as set
· Users may change their password at their own request

· Users should not use the same password for different logins

Forgotten password

Where a user has forgotten a password, the replacement should be requested from the Practice Manager or via Pulse 8
Removal of users

As soon as an individual leaves the practice their logons will be removed by the Practice manager.

Review of access rights

The IG Lead reviews all access rights on a regular basis. The review is designed to positively confirm all system users and remove any lapsed or unwanted logons.

Monitoring compliance

Access rights are subject to regular checks to ensure that procedures are being followed. Areas considered in the compliance check include that:

· Only staff regularly working in the practice are registered as active users on the system

· Only the Practice Manager and provider have administrator rights 

· Access rights are regularly reviewed

· There is no evidence of staff sharing their access rights

· Staff are appropriately logging out at the end of a session

Staff confidentiality code of conduct

The practice has produced this Staff Confidentiality Code of Conduct to raise staff members’ awareness of their legal duty to maintain confidentiality, to protect personal information and to provide guidance on disclosure obligations. 
Personal information is data about patients or staff, in any form (paper, electronic, tape, verbal, etc) from which a living individual could be identified including name, age, address, and personal circumstances, as well as sensitive personal information such as race, health, sexuality, bank account details etc. This code also covers information about deceased patients. 
Recognise your obligations 
A duty of confidence arises out of the common law duty of confidence, employment contracts and your professional obligation as a registered dental professional. Breaches of confidence and inappropriate use of records or computer systems are serious matters, which could result in disciplinary proceedings, dismissal and possibly legal prosecution. So, you must not:

· Put personal information at risk of unauthorised access
· Knowingly misuse any personal information or allow others to do so

· Access records or information that you have no legitimate reason to look at. This includes records and information about your family, friends, neighbours and acquaintances

Keep personal information private
To keep personal information protected make sure you observe: 

· Good record keeping, refer to Record Keeping (M 215)

· Appropriate use of computer systems, refer to the section on Access Control Procedures above

· Secure use of personal information, refer to the section on Information Handling

· Reporting information incidents, refer to the section on Incident Management

· Appropriate use of mobile computing devices
Disclose with appropriate care 
It is the aim of the practice to ensure that patients are adequately informed about the use and disclosure of their personal information. Refer to Patient Leaflet on Personal Information (M 217P). You should be familiar with it and seek advice from the IG Lead if you are unable to answer patients’ questions.

If you are authorised to disclose personal information you should ensure you do so in accordance with information handling procedures and you must only:

· Share with those with a legitimate right to see/hear the information

· Transfer in accordance with the practice’s secure transfer methods 

· Disclose the minimum necessary to provide safe care

If you are authorised to disclose information that can identify an individual patient for non-healthcare purposes (e.g. research, financial audit) you must only do so if:

· You have the patient’s explicit consent

· The consent is written - to ensure there is no later dispute about whether consent was given
Under the common law duty of confidence, identifiable personal information may be disclosed without consent in certain circumstances, these are:

· Where there is a legal justification for doing so, e.g. to comply with a statute

· Where there is a public interest justification - i.e. where the public good that would be achieved by the disclosure outweighs both the obligation of confidentiality to the patient concerned and the broader public interest in the provision of a confidential service

You must refer all requests for disclosure of personal information without the consent of the patient, including requests from the police, to the IG Lead. 

Information handling

It is the aim of the practice to ensure safe use and transfer of all personal confidential information collected and recorded (whether on a computer or on paper) in accordance with legal requirements, such as the Data Protection Act 1998, the common law duty of confidence and the General Dental Council codes of conduct. 
These information handling procedures are used to protect personal information and to prevent its inappropriate disclosure either by accident or design, whilst in use in the practice or during transfer. 

Secure receipt and transfer of personal information

The practice ensures that there are secure points (safe havens), for the receipt of personal information transferred to the practice and has applied the following measures to safeguard personal information during receipt and transfer/transit. 

Verbal communications

The practice staff members have been provided with guidance on verbal communications including: 

· Taking appropriate precautions not to reveal confidential information e.g. to avoid being overheard when making a phone call

· Not having confidential conversations in public places or open offices

· Taking care when leaving messages on patient’s answering machines

The practice recognises that recorded telephone messages may contain personal or confidential information, for example the names, addresses and health status of patients. It has therefore put the following measures in place to protect the confidentiality of this information:

· Access to the voicemail is password protected

· Only authorised staff members have access to the answering machine

· The phone message book is protected from unauthorised browsing and securely stored

Information disclosure over the phone

Before information can be disclosed a staff member should:

· Confirm the name, job title, department and organisation of the person requesting the information and the reason for the request if appropriate

· Take a contact telephone number (e.g. main switchboard number, NOT a direct line or mobile)

· Check whether the information can be provided. If in doubt tell the enquirer you will call back

· Provide the information only to the person who has requested it (do not leave messages)

· Record your name, date and the time of disclosure, the reason for it and who authorised it. Record the recipient’s name, job title, organisation and telephone number

Postal services and couriers: 

To ensure that confidential information transferred from the practice by post or courier is done so as securely as is practicable, the practice ensures:

· Normal post is used for single appointment letters and single referral letters, but for bulk transfers of information, e.g. FP17 and FP17O forms to NHS Dental Services, the practice uses tracked and traced post
· Envelopes are marked “Private and Confidential”
· Packaging is “tamper-evident” (i.e. it is immediately obvious if some-one has attempted access to the contents) and protects the contents from any physical damage likely to arise during transit

· Where necessary, additional controls are applied to protect sensitive information from unauthorised disclosure or modification, e.g. the use of locked containers, locked or access-controlled entry to rooms where post is collected.

Portable devices 

The practice is aware of the increased risk to information held on portable devices such as memory sticks, CDs, DVDs, etc. The practice has therefore put in place the following additional measures for transfer of confidential information held on a portable device:

· Confidential information is not generally stored on hard-drives of laptops and PDAs, and will only be done so if essential for patient care, and even then only for short periods and where the equipment has been encrypted to the appropriate NHS standard

· Information held on portable devices is only transferred by courier or post if encrypted to NHS standards

· Devices are properly packaged and clearly labelled to ensure they are handled correctly

· The password is transferred separately to the device e.g. if the device is posted, the password is sent in a separate envelope or communicated via phone

Faxes

The practice’s fax machine is in a secure location and when receiving faxes containing confidential information, the practice ensures:

· The fax is removed from the machine on receipt

· Where necessary, the sender is contacted to confirm receipt

· The information in the fax is appropriately dealt with and safely stored, e.g. transferred to the patient record
Additionally, when practice staff members transfer confidential information by fax they always:

· Double check the fax number or use stored frequently used numbers in the fax machine to reduce the risk of typing errors

· Use a fax cover sheet marked “Private and Confidential”

· Send faxes only to a named person rather than a team

· Inform the recipient that a fax will be sent, and ask them to confirm receipt

· Send faxes during an organisation’s working hours when staff are present to receive the fax

Email

Emails received containing patient information are incorporated into the dental record and deleted from the email system on receipt. 

The practice is aware that NHSmail is currently the only NHS approved method for sending patient identifiable information by email, but only if both sender and recipient use an NHSmail account, therefore the practice ensures:

· Email is only used for the transfer of confidential patient information if both parties have an NHSmail account

· Where NHSmail is used to send sensitive information, this is clearly indicated by the word ‘confidential’ in the subject header

Transporting

Personal identifiable information is taken off site when absolutely necessary, in which case the following procedure is followed:

· Record what information you are taking off site and why, and, if applicable, where and to whom you are taking it

· Transport information in a sealed container

· Never leave personal identifiable information unattended

· Ensure that information is returned back on site as soon as possible

· Record that the information has been returned

Other forms of information exchange (e.g. text messages, smart phones, etc.)

Personal identifiable information should not normally be sent by means other than those described above, with the exception of messages that solely relate to appointment scheduling (such as reminders), which may be sent to a patient’s phone or text messaging system if they have previously consented to it.

Guidance on the secure use of personal information

When working in an area where patient records may be seen you must:

· Shut / lock doors and cabinets as required

· Query the status of unaccompanied strangers

· Know who to tell if anything suspicious or worrying is noted

· Not tell unauthorised personnel how the security system operates

· Not breach security

If you are using electronic records, you must:

· Always log-out of any computer system or application when work on it is finished

· Not leave a terminal unattended and logged-in

· Not share logins with other people. If a colleague has a need to access patient records, then appropriate access should be organised for them – this must not be by using your identity

· Not reveal your password to others

· Change your password at regular intervals

· Avoid using short passwords, or using names or words that are known to be associated with you, e.g. your favourite football team, your name

· Always clear the screen of a previous patient record before seeing the next patient

· Use a screensaver to prevent casual viewing of confidential information by others

When communicating information about a patient you must take care:

· Not to discuss patient information in public areas

· If transferring information by phone, or face to face that personal details are not overheard by other people, including staff who do not have a “need to know”

· When leaving a confidential message on a patient’s answer-phone, as it might be heard by someone other than the intended recipient
· If listening to answer-phone messages that they cannot be overheard by unauthorised persons 
· When receiving calls requesting personal information, make sure you verify the identity of the caller (see below) and ask them why they want the information. If in doubt about whether the information can be disclosed, tell the caller you will call them back, and then consult with your manager
· Not to leave messages containing personal information on notice boards that could be accessed by non-authorised staff

To verify the identity of a caller requesting personal information:

· Ask them for their phone number

· Check that it is the correct number for that individual or organisation

· If it is, call them back once you have the decision on whether the information can be disclosed
Transferring patient information

If you are authorised to transfer patient information you must follow the information handling procedures. 
Appropriate Use of Computer Systems

Preventing unauthorised system access 

When you leave your desktop computer unattended, log off to prevent unauthorised users’ access to information. When leaving your workstation for the day, log out of the system entirely and close down the computer.

Password management

For good password management:

· Use at least [8 characters, a mixture of upper and lower case with letters and at least one number and special character such as a £ or a %]

· Choose a password that cannot be guessed and avoid using the names of children, partners, pets, your car registration number, date of birth or football team

· Change your password [quarterly] or immediately if you suspect someone may have guessed it

· Never share your passwords with anyone, not even your closest colleague

· Do not use any password for more than one logon

Remember:

· Always keep your password secret, don’t write it down where it can be seen

· Always ensure no one is watching as you enter your password

· Never share a password and never ever attempt to gain access to a system using someone else’s password.

Audit trails and reporting security breaches

Nearly all of the activity you perform on a computer can be tracked. Our system suppliers record and enable us to review Internet usage logs. Emails are routinely backed up on the practice’s computer servers. Recorded information will be used to aid an investigation where breaches of security, the law or these guidelines are suspected. This information is kept confidential, but when used helps to explain innocent situations more often than exposing security breaches.

Information security breaches might involve unauthorised use of equipment or unauthorised access to data. Any breach of security, however small, wastes time and often requires work to be repeated and could be a potential risk to the practice or individuals. If you know or suspect that a breach of information security has occurred, please inform your IG Lead.

Using Mobile Computing Equipment

These procedures outline the appropriate use of portable computer devices and removable media, collectively known as mobile computing equipment when it has been purchased or authorised by the practice. It does not include any equipment owned by staff or those brought into the practice from a previous organisation.

The procedures take into account the increased risk to personal information posed by this way of working and they complement the procedures and guidelines regarding protecting patient information.

· Portable computer devices - includes laptops, notebooks, tablet computers, PDAs and Smartphones e.g. BlackBerrys, iPhones, etc.
· Removable data storage media - includes any physical item that can be used to store and/or move information and requires another device to access it. For example, CD, DVD, tape, digital storage device (flash memory cards, USB memory sticks, portable hard drives). Essentially anything that data can be copied, saved or written to which can then be taken away and restored on another computer.

Authorisation

Only authorised staff should have access to mobile computing equipment. Any member of staff allowing access to any unauthorised person deliberately or inadvertently may be subject to disciplinary action. Staff should not use their own (or unauthorised) computing equipment for practice business.  
Be aware of security measures in place 

To reduce the risk of loss and unauthorised access the practice has put the following measures in place:

· Mobile Equipment Terms and Conditions (M 217I) are completed for each mobile computing device provided to a staff member and this person is listed in the Mobile Equipment Log 

(M 217H) as the nominated responsible owner

· All equipment is security marked with a UV pen

· Encryption is applied to all mobile computing equipment

· Password protected screensavers are installed on laptops

· Anti-virus software is in use and is updated [daily]

· Regular backups are taken of the data stored on the mobile equipment

· Disposal and re-issue of mobile computing equipment is recorded in the Mobile Equipment Log (M 217H)

Recognise the risks and comply with your responsibilities

You must:

· Store mobile equipment securely when not in use on and off site

· Ensure files containing personal or confidential data are adequately protected e.g. encrypted and password protected

· Virus check all removable media e.g. USB drives, portable hard drives, etc. prior to use

· Obtain authorisation before you remove mobile equipment from the premises

· Be aware that software and any data files created by you on practice mobile computer equipment are the property of the practice

· Report immediately any stolen mobile equipment to the police and the IG Lead. Failure to report a stolen mobile phone could result in significant charges from the phone company

· Be aware that the security of your mobile computer equipment is your responsibility 
· Ensure that mobile equipment is returned to the practice if you are leaving employment. Note that a final salary deduction may be made if equipment is not returned
You must not:

· Disable the virus protection software or bypass any other security measures put in place

· Store personal information on mobile equipment unless the equipment is protected with encryption, and it is absolutely necessary to do so

· Remove personal information off site without authorisation

· Use mobile computer equipment outside the practice premises without authorisation

· Use your own mobile computer equipment for practice business 

· Allow unauthorised personnel/friends/relatives to use mobile equipment in your charge

· Leave mobile equipment in places where anyone can easily steal them

· Leave mobile equipment visible in the car when travelling between locations

· Leave mobile equipment in an unattended car

· Leave mobile equipment unattended in a public place e.g. hotel rooms, train luggage racks

· Install unauthorised software or download software / data from the Internet

· Delay in reporting lost or stolen equipment.

Incident management

Purpose

Ensuring personal information remains confidential and secure is everyone’s responsibility and therefore, it is important to ensure that when incidents do occur, the damage from them is minimised and lessons learnt from them. 

The Incident Management Procedures set out how the practice will investigate and manage information incidents and guidelines on identifying and reporting information incidents. Where relevant this should be read in conjunction with the Disaster Planning and Emergency Procedures (M 255).

The procedures apply to incidents that impact on the security and confidentiality of personal information. These information incidents can be categorised by their effect on patients and their information:

· Confidentiality e.g. unauthorised access, data loss or theft causing an actual or potential breach of confidentiality

· Integrity, e.g. records have been altered without authorisation and are therefore no longer a reliable source of information

· Availability, e.g. records are missing, misfiled, or have been stolen 
Managing incidents

The practice has assigned the role of incident manager to the IG Lead.

Any actual or potential information incident in the practice will be assigned to one of the following categories, and investigated and managed accordingly. 

Reporting when patient confidentiality has been breached or put at risk
This could be reported by the affected patient, by a relative, member of the public or by staff:

· Interview the complainant to establish the reason for the complaint and why the practice is being considered responsible

· Investigate according to the information given by the complainant

· Record findings, e.g. unsubstantiated concern, suspected/potential breach, actual breach, etc.

· Where necessary, provide written explanation to the patient with formal apology if warranted

· Take and document appropriate action, e.g. no further action as there is no evidence that information was put at risk, advice/training, disciplinary measures, etc.

Inadequate disposal of confidential material 

This type of incident may lead to a breach of confidentiality and is likely to be reported by a patient affected, a member of the public, or a member of staff and could relate to paper, hard drive, disks/tapes, etc:

· Investigate how the information left the practice by interviewing staff and contractors as appropriate

· Consider the sensitivity of the data and the risk to which the patient(s) have been exposed, e.g. breach of confidentiality, misuse of data

· Consider whether the patient(s) should be informed and where it is judged necessary, provide written explanation to the patient(s) with formal apology

· Record findings, e.g. potential breach, actual breach, evidence of misuse, etc.

· Take and document appropriate action, e.g. advice/training, disciplinary or contractual measures, etc.
Attempted or actual theft of equipment and/or access by an unauthorised person
This type of incident may lead to a breach of confidentiality, the risk that information has been tampered with, or information not being available when needed:

· Check the Information Asset Log (M 217G) to find out whether equipment is missing

· Investigate whether there has been a legitimate reason for removal of the equipment (such as repair or working away from the usual base)

· If the cause is external inform the police, ask them to investigate and keep them updated with your findings

· Interview staff and check the Information Asset Log (M 217G) to establish what data was being held and how sensitive it is

· If possible, establish the reason for the theft/unauthorised access, such as:

· Sale of items

· Access to material to embarrass the practice

· Access to material to threaten patients (blackmail, stigmatization).

· Consider whether there is a future threat to system security

· Inform insurers 

· Review the physical security of the practice

· If there has been unauthorised access to the practice computer system: 

· Ask the system supplier to conduct an audit to determine whether unauthorised changes have been made to patient records 

· Consider whether any care has been provided to patients whose records have been tampered with

· Check compliance with access control procedures, e.g. ensure passwords haven’t been written down, staff members are properly logging out, etc.

· Consider the sensitivity of the data and the risk that it has been tampered with or will be misused, in order to assess whether further action is appropriate (e.g. warning patients)

· If computer hardware or the core software has been stolen, inform system suppliers to enable restoration of system data to new equipment 

· Record findings, e.g. potential breach, actual breach, evidence of tampering, compromised or delayed patient care, etc.

· Take and document appropriate action, e.g. physical security improvements, advice/training, disciplinary measures, etc.

Computer misuse by an authorised user 
This includes browsing dental records when there is no requirement to do so, accessing unauthorised Internet sites, excessive/unauthorised personal use, tampering with files, etc.:

· Interview the person reporting the incident to establish the cause for concern

· Establish the facts by:

· Asking the system supplier to conduct an audit of activities of the user concerned

· Interview the user concerned

· Establish whether there is a justified reason for the alleged computer misuse 

· Consider the sensitivity of the data and the risk to which the patient(s) have been exposed, e.g. breach of confidentiality, the risk information may have been tampered with and consider whether the patient(s) should be informed 

· Record findings, e.g. breach of confidentiality, evidence of tampering, fraud, carrying on a business, accessing pornography, etc

· Take and document appropriate action, e.g. no action as allegation unfounded, training/advice, disciplinary measures, etc.

Reportable incidents

Below are some examples of reportable information incidents: 

· Finding a computer printout of patient details at the play group 

· Finding a clinic list, the back of which is used for a shopping list, in the supermarket

· Finding a patient dental record in the ladies toilet within the practice

·    Identifying that a fax that was thought to have been sent to a hospital had been received by a 

private business

· Losing an unencrypted laptop computer with personal information on it 

· Giving information to someone who should not have access to it – verbally, in writing or electronically

· Accessing a computer database using someone else’s authorisation e.g. someone else’s user id and password

· Trying to access a secure area using someone else’s swipe card or pin number when not authorised to access that area

· Finding your PC and/or programmes aren’t working correctly – potentially because you may have a virus

· Sending a sensitive e-mail to ‘all staff’ by mistake

· Finding a colleague’s password written down on a ‘post-it’ note

· Discovering a ‘break in’ to the practice.

· Finding confidential waste in a ‘normal’ waste bin.

How should you report an incident?

If you discover something that could be considered as an incident you should report it to the IG Lead and complete an Event Record (G 110A) if required. Ensure you enter the following information on the form:

· Your name

· The date you discovered the incident

· Where the incident occurred

· Details of the incident

· Any initial actions that you took - including who the incident has been or will be reported to and the date the report is made

Reporting incidents to external organisations

Serious information incidents, i.e. those categorised as level 3 - 5 in the table below are reported to the PCT and the Information Commissioner. 

Reporting categories for information incidents

	
	Incident description
	Example
	Effect
	Example

	0
	Minor breach of confidentiality affecting one patient
	Files were encrypted
	Minimal discernible effect on the practice - media interest unlikely
	

	1
	Potentially serious breach. Less than 5 patients affected or risk assessed as low
	
	Damage to staff member’s reputation. Possible media interest 
	Celebrity involved

	2
	Serious potential breach and risk assessed high
	Unencrypted records of up to 20 patients
	Damage to the practice’s reputation, some local media interest that may not go public
	

	3
	Serious breach of confidentiality,
	Up to 100 patients affected
	Damage to the practice’s reputation, low-key local media coverage
	

	4
	Serious breach with either particular sensitivity  or a large number of records
	Sexual health details, or up to 1000 patients affected
	Damage to the practice’s reputation, local media coverage
	

	5
	Serious breach with the potential for ID theft of over 1000 patients affected
	
	Damage to the NHS’ reputation, national media coverage
	


Lessons learned

The practice maintains a register of all incidents occurring (a Significant Event) by creating an Event Record (G 110A) and making a note of it on the Event Register (G 110B). 

All registered incidents are re-evaluated after a [6 month] period and at the [Annual Management Review in iCOMPLY] to assess the effectiveness of the implemented actions in ensuring that either the type of incident is no longer being reported or the volume of those types of incidents has reduced.  If there is no change in the volume of each type of incident [the Provider] is alerted and appropriate action taken. An ad hoc audit [from iCOMPLY G 180-AHA] is performed if the problem recurs.

Incidents are discussed at practice meeting to provide staff with an example of what could occur, how to respond to such events and how to avoid them from happening in the future.

Staff Declaration Form

For El-Nashar Dental Practice
By adding my signature below I confirm that I have received the Information Governance Procedures regarding information governance in the practice. I understand that it is my responsibility to read, understand and comply with the received information and guidelines and to raise any queries or concerns with [the practice manager]:


· Information Governance Procedures (M 217C)

· Record Keeping Guidelines (M 215)

· Data Protection (M 216)

· Information and Communication Policy (M 233-IAC)

· Confidentiality (M 233-CON) 

· Record Management (M 233-REM)

· Emergency and Business Continuity Response Arrangements (M 255)

	Employee Name
	Signature
	Date
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